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Statement of Applicability (SoA)

versioniidil
Date 15 .Aug 2047

LR; Legal Requirement, CO: Contractual Obligation, BR/BP: Business Requirement/Best Practice, RA: Risk Assessment Result

- (ISMS-PLC-06) System Acquisition Development and Maintenance Policy

CCC-01

‘ Ouaiitv'Testinq

New Development / Acquisition

Outsourced Develapment .

<

Application Security Y o
Customer Access Requirements Y o] - System admin and tenant access level are defined in the terms and conditions of delivering
the service.
Data Integrity N - AIS provides orily TaaS solution. Thiss, customers are respansible fot data handiing in their
Data Security / Integri Y o - (ISMS-PLC-06) System Acquisition Development and Maintenance Poli
. o G . ﬁ#!!!it Assurance i :
Audit Planning o] - Refer to Internal audit manual
Independent Audits o - Internal ISMS and CSA CCM Audit Process
- Certification audit by CB
Information System Regulatory Y [+ - The legal department regularly monitors changes to the regulatory requirements in
Mapping relevant jurisdictions and notifies the infosec team via e-mail.
- Each tenant instance runs on its own dedicated VM and is isolated from network layer 3
o Business Continuity Management & Operational Resilience’” © L . . . .
BCR-01 |Business Continuitv Planning Y (2] - uwsuanusiafiaswiensia Business Continuity Plan (BCP) ana1s TLS1
BCR-02_|Business Continuity Testing Y ] - unuanusiaflaIvnegsAa Business Continuity Plan (BCP) a1as TLS1
BCR-03 |Datacenter Utilities / Environmental Y [+ - UPS and Generator are installed to support during emergency situation
Conditions - Important communication links have a backup link.
- Waterleak, UPS. Smoke Dectector, Generator. Humiditv & Temperature
BCR-04_|Documentation Y o - Information system documentation is available to authorized employees.
BCR-05 |Environmental Risks Y [=] - The following environmental control devices are installed: FM200, N2, Waterleak Detector,
Smoke Detector, Precision Air, Chiller, Dehumidity
BCR-06 | Equipment Location Y ° - Environment of Data Center has been properly controlled to protect equipment from
damage. The following systems were installed;
» Temperature and humidity conditioning system
« Fire extinguishing system designed for electronic equipment
+ Fire and smoke detection system
- Fire alarm was installed to notify authorized person immediately when detecting incident.
- Important equipment which requires to be placed outside the Data center must be
securely kept in lockable rack, cabinet or room to prevent unauthorized access.
~ Personal Computer/Workstation must be securely used and protected according to (ISMS-
PLC-02) Acceptable Use Policy.
BCR-07 | Equipment Maintenance Y ° - Infrastructure equipments and System equipments will receive preventive maintenance as
defined in the Equipment Maintenance Plan (whether in-house or outsource maintenance).
- Equipment maintenance will be carried out by authorized and qualified staffs/vendors
- Record of maintenance and repair must be kept for important equipment.
BCR-08_|Equipment Power Failures Y o - UPS and Generator are installed to support during emergency situation
BCR-09 |Impact Analysis Y 2] - upuamusiatasnogsAa Business Continuity Plan (BCP) aas TLS1
BCR-10 |Policy Y o - Employees can access policies and procedures via intranet.
BCR-11 |Retention Policy ! Y o - Customer data is only retained for the duration of the contract or as agreed with the
customer. -

; . Change Contrt
IR

N aRAEenbny B L B
(ISMS-PLC-06) System Acquisition Development and Maintenance Policy
- Chanae Management Process
There is an software being developed by putsourced, All sbftware is efther developed In-
hotise, software packace or openisoure ... .
- (ISMS-PLC-06) System Acquisition Development and Maintenance Policy

Unauthorized Software Installations

- Change Management Process

Production Changes

Classification

- Change Management Process

Non-Prodiction Dal e
Ownership / Stewardship

GRM—bl

S Cenotion :
EKM-03 |Sensitive Data Protection
d Ac

ERM =04 1510

Baseline Requirements

DSI-06 Y Procedure
- (ISMS-FM-010) Inventory of Assets
DSI-07 |Secure Disposal Y - (ISMS-PLC-03) Information Classification and Handling Policy
- (ISMS-PCD-007) Information Disposal Procedure
DCS-01 |Asset Management Y (o] - (ISMS-PCD-003) Asset Inventory Procedure
- (ISMS-FM-010) Inventory of Assets
DCs-02 | Controfied Access Points Y ° - Data Center has installed access control, CCTV, Smoke Detector, WaterLeak Dectection.
- Office area has installed access control, CCTV, Smoke Detector
DCS-03 | Equipment Identification Y o} - Assets are manually tracked.
DCS-04_|Off-Site Authorization Y o - (ISMS-PLC-07) Physical Security Policy
DCS-05 |Off-Site Equipment Y o - (ISMS-PCD-003) Asset Inventory Procedure
- (ISMS-PCD-007) Information Disposal Procedure
DCS-06 {Policy Y (o) - (ISMS-PLC-07) Physical Security Policy
DCS-07 |Secure Area Authorization Y o - (ISMS-PLC-07) Physical Security Policy
DCS-08 |Unauthorized Persons Entry Y o - (ISMS-PLC-07) Physical Security Policy
DCS-09 |User Access Y o - (ISMS-PLC-07) Physical Security Poli
: :
]
o

RISK Management

vig
‘IKev ma
|Key management is outside of AIS Taa% solution

- (ISMS-PLC-08) Cryptographic and Key Management Pdiicv
ienk is outside of AIS 1aas solution

Key manage

Y o - Information security baselines are documented for all component of the clou
infrastructure.
GRM-02 |Data Focus Risk Assessments Y o - (ISMS-PLC-01) Information Security Policy
- {ISMS-PLC-10) ISMS Manual
GRM-03 |Management Oversight Y o

- Routine monitoring and random checked by Manager/Line of command
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Statement of Applicability (SoA)

Yersion: L1
Date 15 Aug 2017

"GRM-04

Management Program

LR: Legal Requirement, CO: Contractual Obligation, BR/BP: Business Requirement/Best Practice, RA: Risk Assessment Result

Asset Returns '

- (ISMS-PLC-01) Information Security Policy
- (ISMS-PLC-10) ISMS Manual

GRM-05 |Management Support/Involvement Y - (ISMS-PLC-01) Information Security Policy
- (ISMS-WI-01) Third-Partv Code of Conduct

GRM-06 |Policy Y ~ (ISMS-PLC-01) Information Security Policy
- (ISMS-WI-01) Third-Party Code of Conduct
- Privacy Data Law (Draft)

GRM-07 |Policy Enforcement Y o o - Defined in employee contracts.
ddoa 3.3.42
Taedumshaunanitv uni 9 BasTits msWnnuueMIasTus

GRM-08 |Policy Impact on Risk Assessments Y =] - (ISMS-PLC-01) Information Security Policy
-~ (ISMS-PLC-10) ISMS Manual

GRM-09 |Policy Reviews Y o ~ (ISMS-PLC-01) Information Security Policy

~ - (ISMS-PLC-10) ISMS Manual

GRM-10 |Risk Assessments Y (o] - (ISMS-PLC-01) Information Security Policy
- (ISMS-PLC-10) ISMS Manual

GRM-11 |Risk Management Framework Y o - (ISMS-PLC-01) Information Security Policy

- (ISMS-PLC-10) ISMS Manual

HRS-01 Y ~ Refer to HR process
- The privacy policy follows an act order from Office of The National Broadcasting and
Telecommunications Commission. (WTmnuudninaiduasasdviuasglaBasinsanna
WmAudayadiuyana ansluarandudiu wanainwlunsdassiedulaome
Ivsaunau

HRS-02 |Background Screening Y [} - For new employees, Background checks are conducted by HR (e.g. checking original
qualification document)
- For third party companv., refer to Contract and NDA (planned)

HRS-03 |Emplovment Aareements Y o] o} - All permanent and outsourced employees must sign contract with the organization

HRS-04 |Employment Termination Y o - HR and Manager will be responsible for all resian/end of contract personnet

HRS-05 |Mobile Device Management Y o - (ISMS-PLC-02) Acceptable Use Policy
- (ISMS-PLC-09) Mobile Device, Teleworking and BYOD Policy

HRS-06 [Non-Disclosure Agreements Y o o - NDA exists between the organization and its employees including vendors/third parties.

HRS-07 |Roles / Responsibilities Y o - (ISMS-PLC-10) ISMS Manual
- (ISMS-PLC-01) Information Security Policy

HRS-08 [Technoloay Acceptable Use Y o - (ISMS-PLC-02) Acceptable Use Policy

HRS-09 |Training / Awareness Y (] - Create yearly security training plan for security awareness and regularly technical
operation training (Yearly Training Plan) and Training record are kept at HR department
- New emplovee will attend orientation training.

HRS-10 |User Responsibility Y (] - Employees are provided security awareness training resources and sign an agreement
acknowledaina their responsibifities upon ioining the company.

HRS-11 |Workspace Y o - (ISMS-PLC-02) Acceptable Use Policy

G e ‘ nti Management :
IAM-01 |Audit Tools Access Y (] - Administrative access to the production servers and apphcatlon are quqed
TAM-02 |Credential Lifecycle / Provision Y ] - (ISMS-PLC-05) System Access Control Policy
Manaagement - The emplovee exit process involves closing all employee accounts.
IAM-03 |Diagnostic / Configuration Ports Y o - All access management consoles in AlS's cloud infrastructure require access through CAS
Access terminal,
1AM-04 | Policies and Procedures Y o] - (ISMS-PLC-05) System Access Controf Policy
IAM-05 |Segregation of Duties Y o - (ISMS-PLC-10) ISMS Manual

- (ISMS-PLC-05) System Access Control Policy

NS-01

ode . i N . .

IAM-07 Thlrd Party Access Y o ~ (ISMS-WI-01) Third-| Party Code of Conduct
- (ISMS-PLC-05) System Access Contro! Policy

IAM-08 |Trusted Sources Y o} - No access to tenant data

IAM-09 |User Access Authorization Y o - (ISMS-PLC-05) Svstem Access Control Policy

IAM-10 |User Access Reviews Y o - (ISMS-PLC-05) System Access Control Policy

IAM-11 |User Access Revocation Y o - {ISMS-PLC-05) System Access Control Policy

1AM-12 |User ID Credentials Y o - (ISMS-PLC-05) System Access Control Policy
- Password Standard

IAM-13 |Utility Programs Access o - (ISMS-PLC-05) System Access Control Policy

Y

- Administrative utilities and applications are restricted to a limited number of personne! who
N " "

- Computer-Related Crime Act B.E. 2550

Data Request

Audit Logging / Intrusion Detection o
- Log System wilt be monitored by VCSO team.
- Other logs are kept at each machine.
X i o
1V5-02 | Change Detection Y - AIS's virtual infrastructure management platform collects all change logs to the VM images.
V503 | Clock Synchronization Y ° - Computer-Related Crime Act B.E. 2550
- Devices are configured to synchronize time with NTP Server; except standalone system.
IvV5-04 | Information Svstem Documentation Y o - Refer to capacity management report.
IVS-05 [Vulnerability Management Y o - (CSA-PCL-01) Cloud security policy
IVS-06 [ Network Security Y o - (ISMS-PLC-04) Network Management Policy
1V5-07 |OS Hardenina and Base Controls Y o - Virtualization Security Guidelines
X i - i (o]
IVS-08 | Production / Non-Production M - (ISMS-PLC-04) Network Management Policy
Environments
IVS-09 | Seamentation Y o - (ISMS-PLC-04) Network Management Policy
IVS-10 |VM Securitv - Data Protection Y o] - Virtualization Security Guidelines
IV5-11 |Hypervisor Hardening Y o} - Virtualization Security Guidelines
1IV5-12 |Wireless Security Y o I - (ISMS-PLC-04) Network Management Policy
Network Architecture Y o]

i el o
All structured and unstructured data are available to the customer upon request inan

industry-standard format (e.q,, .doc, .xls. .pdf, loas. and flat files).

The using of APIs is available based on request.

VMWare provides standardized network protocols for the import and export of data and to
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Y [«]

IPY-03 jPolicy & Legal Y o

IPY-04 [Standardized Network Protocols Y o
manage the service.

IPY-05 |Virtualization Y o

VMWare provxdes provides an industry-recognized virtualization platform and standard
F).
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Versiam: 11

Statement of Applicability (SoA) Date: 15 Aug 2017 -

LR: Legal Requirement, CO: Contractual Obligation, BR/BP: Business Requirement/Best Practice, RA: Risk Assessment Result

MOS~01 Anti-Malware

o - Use anti-virus software for server, client and email.

- Anti-virus signature will be updated automatically and checked by Client team

o Application usage restrictions for BYOD are defined. Employees can only use approved
applications for accessina email.

o Application usage restrictions for BYOD are defined. Employees can only use approved
aoplications for accessina email,

o Application usage restrictions for BYOD are defined. Employees can only use approved
[~]

MOS-02 |Application Stores

MOS-03 |Approved Applications

MOS-04 |Approved Software for BYOD
aoplications for accessina email.

- Create yearly security training plan for security awareness and regularly technical
operation training (Yearly Training Plan) and Training record are kept at HR department
- New emplovee will attend orientation training.

MOS-05 |Awareness and Training

MOS-06_|Cloud Based Services ° Users can use only pre-approved applications.

MOS-07 |Compatibility o BYOD users are advised to only download applications from official stores, they can only use
apnroved applications for accessina email.

MOS-08 |Device Eligibility =] BYOD users are advised to only download applications from official stores, they can only use
approved apblications for accessina email.

MOS-09 |Device Inventory o All company issued mobile devices are recorded on the company asset register. Employees
using BYOD devices to access company email have to accept company security policies

MOS—10 Device Mana ement o All BYOD are manaaed centrally by MDM.

13 . L Mobile encryption is not in the scope of AIS a5 soujution.

MOS-12 Jallbreakmu and Rooting Y o - (ISMS-PLC-09) Mobile Device, Teleworking and BYOD Policy

MOS-13 |Leaal Y o - {(ISMS-PLC-09) Mobile Device, Teleworking and BYOD Policy

MOS-14 |Lockout Screen Y o - (ISMS-PLC-02) Acceptable Use Policy

MOS-15 |Operating Systems Y o - {ISMS-PLC-09) Mobile Device, Teleworking and BYOD Policy

MOS-16 |Passwords Y (] - (ISMS-PLC-02) Acceptable Use Policy
- Password Standard

MOS-17 |Policy Y [0} - {ISMS-PLC-09) Mobile Device, Teleworking and BYOD Policy

MOS-18 |Remote Wipe Y o The company has privileges to perform remote wipe of BYOD devices used to synchronise
AIS email. emplovees are made aware of this,

MOS-19 |Security Patches Y o - Patch management is handled by CMIT (WSUS)

MOS-20 |Users Y o_ - §ISMS PLC 09) Mobile Dewce! Teleworklng and BYOD Pohg(

I SecuntvInc:dentManaqement Procedure
- Security Incident Management Procedure
- Security Incident Management Procedure

SEF-01 | Contact / Authority Maintenance
SEF-02 [Incident Management

Y
Y
SEF-03 [Incident Reportina Y
Y

SEF-04 |Incident Response Legal Preparation - Forensic Handling Procedure

SEF-05_|Incident Response Metrics Y - Securig Inc;dent Management Procedure

o| o|o|ojoZ

sy e G Y
- (ISMS -WI- 01) Thll’d Partv Code of Conduct

ST/ A-Ul Data Quality and Integrity

Y o

STA-02 |Incident Reporting Y o - Security Incident Management Procedure

STA-03 _|Network / Infrastructure Services Y 2} - Refer to capacity management report.

STA-04 |Provider Internal Assessments Y o - (ISMS-WI-01) Third-Party Code of Conduct

STA-05 |Supplvy Chain Agreements Y o - (ISMS-WI-01) Third-Party Code of Conduct

STA-06 |Supply Chain Governance Reviews Y o - Third Party services have been monitored to ensure that they meet requirements specified
in Third Party Agreement. All service reports from Third Party was kept to ensure service of
Third Partv.

STA-07 |Supply Chain Metrics Y o - Supplier agreements require SLA and measurements to be provided to ensure Service
levels are in line with expectations

STA-08 |Third Party Assessment Y o - Third Party services have been monitored to ensure that they meet requirements specified
in Third Party Agreement. All service reports from Third Party was kept to ensure service of
Third Partv.

STA-09 |Third Party Audits Y o - Third Party services have been monitored to ensure that they meet requirements specified
in Third Party Agreement. All service reports from Third Party was kept to ensure service of
Thll'd Pa

TVM-01 |Anti-Virus / Malicious Software Y o - Use antl -virus software for server, client and email.

- Anti-virus sianature wilt be updated automatically and checked by Client team
TVM-02 {Vulnerability / Patch Management Y o - Hypervisor patch management is handled by VCSO
TVM-03 |Mobile Code Y o - (ISMS-PLC-09) Mobile Device, Teleworking and BYOD Policy

- Use anti-virus software for server and client. .
e ==
o ?Q - ,.,7[}
y -

:
L

Cloud Security Manger/ISMR
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